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Cybersecurity: Week 2
Securing Our “Things”

Blake Carver
Senior Systems Administrator, LYRASIS
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Today’s Schedule
10:00 - 10:20 Welcome & course housekeeping
10:20 - 10:45 Training
10:45 - 10:50 Break
10:50 - 11:25 Training
11:25-11:30 Wrap up
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Series Housekeeping - Outline

+ Week One - Welcome - Explanations * Week Three - Making Your Library
of why and what’s wrong Defensible & Resilient
+ Touch on some privacy issues. * What and why of things around the
+ Why are libraries, and all of us, library
targets? « Hardware, networks, ransomware

Why is security important?
Professionals and Incentives, big
money.

* What are they after and where are * Week Four — Wrapping It All Up
they working? « Training, planning, vendors
« Passwords * Websites
» Checklists and specific steps to take
+ Week Two - Securing our things next.
« Passwords

What things do we have to secure?
Hardware, software, etc

How do things actually get infected?
How can we spot it?

Email, phishing, browsers, VPNs, Tor,
desktop, mobile, everything else.
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The Importance Of
Passwords For You &

Your Library

Passwords
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How Did They Get My Password?

Guessed
Password Reset
Stolen Mobile Device
Phishing
Trojans/Virus/Malware
API| Exploitation
Third Party App Exploitation
Website Breach
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people respond to policies,
perversely

ZAQ!@#$
P@5sw0rd1!

Passwords
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49% of workers, when forced to update
their password, reuse the same one with
just a minor change

@ Graham Cluley

For instance, not only did 72% of users admit that they reused the same
passwords in their personal life, but also 49% admitted that when forced to
update their passwords in the workplace they reused the same one with a
minor change.

Furthermore, many users were clearly relying upon their puny human
memory to remember passwords (42% in the office, 35% in their personal
lives) rather than something more reliable. This, no doubt, feeds users’
tendency to choose weak, easy-to-crack passwords as well as reusing old
passwords or making minor changes to existing ones.

12



Signin Create an Account Signin Create an Accou

nt
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An account is needed to access all of your Norton An account is needed to access all of your Norton
products and services. products and services.
92963487@nwyig.com o 92963487@nwytg.com o
92963487@nwytg.com 2963487@nwytg.com
Password123] ® geyps5aykj0q71c637n9giaycg ®
it Your password must be 6 characters or longer. it Your password must be 6 characters or longer.
—  Foramore secure passwor — —  Foramore secure password; |
B+ Use upper and lower case letiers o B X Use upper and lower case letiers o
 Use atleast 1 number E / Use atleast 1 number E
.  Useatleast 1 symbol E X Useatieast 1 symbol E
Ul swength: strong YT swength: weak
— —
Create Account Create Account
1 have ead and agree to the Prvacy Pokcy 1 have ead and agree to the Prvacy Pokcy
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Password requirements

Upper- Jphabet 26 characters without any diacritcal marks
or igatures; they include: ABCDEF GHIJKLMNOPQRSTUVWXY2).

« Alowed special characters: <>, 71;* [J/\()| + @#$-"&"(

« Arabic digits are also alowed.

. A not have 3 or alphabeic letters (e.g. 333, abe, cba).

« Apassword must not have 3 or more consecutive identcal or Sequential digis (e.g. 111, 123 or 765).

« Ifa password has only one digi, it must not end with it

. ta t twith i

« Spel check rues are as folows
o Apassword must not have keyboard patiers (e.q. awertz or asd)
o Apassword must not have the chain "heslo’ (Czech for “password) or s variants (e.g. Heslo, hasio)
o Apassword must not have the chain “postar (Czech for “post (office)’) o ts variants (e 9. Posta, Post@)
© A password must not have the chain “e-mail or s variants (e g. E-mai, e-m@i)
o t aabbcc, ababab, bond0O7, sexsex.

5ex0800, 5ex90e, #witter, facebook, facebOOk.
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Set password

000000000000000000000000000000 °

A Password too long
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Login A

3/29/21

Attacker Collection of Stolen Login Bots Victim Service
Credentials
X
User Signup Password
Password
User Login Hashed

Login Success
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y

3:
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fehouse1:
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PCFG Cracker - Probabilistic Context Free Grammar
(PCFG) Password Guess Generator

Connecting est
words or digits?

‘Ading numbers o
Symbols toa word?

Mising a word and
Gigts or symbois?

Passwords not based on words

*: except the passwords consist of digits

20

Traditional Brute-Force Attack: A dedicated, purpose-written software package
generates all combinations of letters, numbers, and other characters such as
punctuation and symbols, in progressively longer strings. It tries each one as the
password on the account under attack. If it happens to generate a combination of
characters that matches the password for the account under attack, that account is
compromised

Dictionary Attack: A dedicated, purpose-written software package takes one word at a
time from a list of dictionary words, and tries them as the password against the account
under attack. Transformations can be applied to the dictionary words such as adding
digits to them and substituting digits for letters.

Password Look-Up Attack: Similar to a dictionary attack, but the word lists contain
actual passwords. Automated software reads a password at a time from a huge list of
passwords collected from data breaches.

Intelligent Password Look-Up Attack: Like a password attack, but transformations of
each password are tried as well as the “naked” password. The transformations emulate
commonly used password tricks such as substituting vowels for digits.

API Attack: Instead of trying to crack a user’s account, these attacks use software to
generate strings of characters they hope will match a user’s key for an Application
Programming Interface. If they can get access to the API they may be able to exploit it
to exfiltrate sensitive information or intellectual copyright.

21



numbers,

upper and

lower case
letters,
symbols

upperor  numbers,
number of  Numbers lower case  upper and

Characters  only letters  lower case
mixed letters

Instantly  Instantly Instantly instantly Instantly
Instantly  Instantly Instantly  Instantly Instantly
Instantly  Instantly Instantly  3secs 10secs
Instantly  Instantly  8secs 3mins 13 mins
Instantly  Instantly  Smins 3hours  17hours
Instantly ~ 13mins  3hours  10days  S7days
4secs 6hours 1year 12years
40secs 106years  928years
6mins 6kyears  7lkyears
1hour 600years 108kyears  Smyears
11 hours 21kyears 25myears 423myears
4days 778kyears lbnyears Sbnyears

46days  212kyears 28myears 97bnyears 2tnyears

lyear S12myears 1lbnyears 6tnyears 193tnyears
12years 143myears 36bnyears 37atnyears 14qdyears
126years 3bnyears Itnyears 23qdyears 1qtyears

Key

k - Thousand (1,000 or 10%)
m - Million 00 or 10

bn - Billion (1,000,000,000

00,00¢

3/29/21

tn - Trillion (1,000,00
qd - Quadillion (1,0f 00!
gt - Quintillion (1,
4D, John Opdenakker @)_opdenakker - May 8 N
This doesn't take into account whether a password is breached.

This is the reason why most password strength meters are useless, they
give a false sense of security.

Itwon't take 57 days to crack P@ssword

#WorldPasswordDay2020 #Infose
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Simple Things Make Strong Passwords
(Slow Them Down)

DO Makeitas | o n g_ asyoucan

*Do not reuse it on multiple sites

*Do not use numb3r5 1n pl@c3 of I3tt3rz
*Some Letters — UPPER and lower case
*Use some numbers

*Have a something else <>(*%$@!-+=)
*SPACES

24


https://johnopdenakker.com/every-day-should-be-worldpasswordday/

Don’t Test Your Memory

Anything dependent on memory doesn’t scale

+» Use a password manager

— Bitwarden, LastPass, KeePass[X], 1Password, Dashlane..

» Use A Pass Phrase

* Nobody — nobody — is immune from getting hacked

3/29/21
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Should You Change Your
Passwords Every X # of Months?

* Email?

*Bank Account?

* Network? Server? Router?
* Facebook & Twitter?
*codedlib.org?

+ala.org?

26

Assume Your Password
Will Be Stolen

Most of your passwords should
be almost worthless. Some will
be very important.

27



What Else Ya Got?

* Biometrics

* Hardware

* Your face

* Iris scans

« Voice files

* Your DNA

* Your voice

« 2 Factor Authentication
» Security Questions

...More Confusion ...More Work
...More Money

3/29/21
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Here's Why [Insert Thing Here] Is Not a Password Killer

vy f 6 in & =

Every single solution I've seen that claims to "solve the
password problem"” just adds another challenge in its
place thus introducing a new set of problems.

This is why [insert thing here] is not a password killer and
why, for the foreseeable future, we're just going to have to
continue getting better at the one authentication scheme that

everyone knows how to use: passwords.

https:/www.troyhunt.
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Microsoft: Next steps for passwordless in 2021

thing of the past. Along with new UX and

verged

Passwordessfeaturedin

Microsoftkeynote on
standards andzerotrust l

une

Identiverse
Virtual Series.

30
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https://techcommunity.microsoft.com/t5/azure-active-directory-identity/updates-to-managing-user-authentication-methods/ba-p/1751705
https://docs.microsoft.com/en-us/azure/active-directory/user-help/my-apps-portal-end-user-access

Securing The
“Things”

3/29/21
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It’s not about what’s most secure...
it’s about what the bad guys focus on

33
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[ @ TecHNCA i oo s omcica s s |

When coffee makers are demanding a
ransom, you know IoT is screwed

‘Watch along as hacked machine grinds, beeps, and spews water.

6/2020, 10:58 AM

Additionally, this case also demonstrates one of the most concerning issues with modern loT
devices: “The lifespan of a typical fridge is 17 years, how long do you think
vendors will support software for its smart functionality?” Sure, you can still use
it even if it's not getting updates anymore, but with the pace of loT explosion and bad attitude to
support, we are creating an army of abandoned vulnerable devices that can be misused for
nefarious purposes such as network breaches, data leaks, ransomware attack and DDoS.

34

Nokia_Threat_Inteligence_Report_2020_Report_EN.pdf
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How Do You Know If You

Are Infected?

* Fans Spinning Wildly

* Programs start unexpectedly
*Your firewall yells at you

» Odd emails FROM you
*Freezes

* Your browser behaves funny
» Sudden slowness

» Change in behavior

» Odd sounds or beeps
*Random Popups

* Unwelcome images

+» Disappearing files

*Random error messages

36

3/29/21
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How Do You Know If You

Are Infected?
* Fans Spinning Wildly

* Programsgsigrt unexpecﬁy y
*Your fire 0
*Odd emai ou On

*Freezes
* Your browser behaves funny
» Sudden slowness

» Change in behavior

» Odd sounds or beeps
*Random Popups

* Unwelcome images

*» Disappearing files

*Random error messages

3/29/21
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Your Browser Goes Rogue
If your browser has acquired new Toolbars/Extensions that you didn’t install

People R ive Fr Invi From You

Threat actors set up fraudulent and copycat profiles on social media platforms and send invitations
to the friends of the person with the real profile, or they gain access to the real profile probably
through a phishing attack.

Passwords Mysteriously Change
If you cannot log in to an online service or platform, make sure the service is operational.

Software Materializes On Your Computer
If software appears on your computer and you have no idea where it came from, it might be enemy
action.

The Cursor Flies Solo
A moving mouse pointer without your hand on the mouse may indicate hardware issues or be due
to “drift” in the software drivers.

Your Shields Are Down And Won’t Come Up
If your defensive software such as personal firewall, anti-virus, and anti-malware are turned off and
refuse to come back into service, you've been infected with a virus or other malware.

Your Own Systems Tell You So
Any and all alerts from your intrusion detection system (IDS) or other monitoring software should
be treated as genuine incidents until an investigation proves otherwise.

38

Ooops, your files have been encrypted!

[What Happened to My Computer?
[Your important fes ae encrypted
Many of your documents, photos, videos dtabases and athr les are o longer

Jr s withoot
our decrypron service.

[Can I Recover My Files?

sure.
oot 0 encugh time.

Buti you want to decryptall your le,youneed to pay
[ You only have 3 days to submitth paymment. Aer that the price will e doubied.
i 7days,

't pay I 6 months.
¢ fles will e lost on
) ow Do 1 Pay?
warss

L ek <How tobuy bicotns

iy poymen i ook e ot ke .00 11004
Sand 8300 worth of bt o this sddress
TR DR TV TGRS

39
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82836 Readme bt - Noteped

Fle Edt Fomat Vew Heb

=

our Files are encrypred by Netalker.
JAT1 encrypted files for this computer has extension: .bb2836

If for sone reason you read this text before the encrygtion ended,

[chis ‘canbe understsed by the Tact chat the computer jown,
Jand your heart rate has Increased due to the ability to turn it off
ecomend that you move away the computer and accept that you have been conpromised.

[Rebooti g/ Shutdomn wil1’ cause you o Tose F1les without the posoibi 11ty of recovery:

lour _encryption algorithas are yery strong and your files are very well protected,
[the only way To get your files back is to cooperate with us and get the decrypter program.

For us this is just business and to prove to you our seriousness, we will decrypt you one file for free.
>ust open our website, upload the encrypted file and get the decrypted file for free.

steps to get access on our website:

l1.00wn10ad and install tor-browser: https://torproject.org/

2.0pen our website:
TF the website is not available, open another one:

3.put your personal code in the input form:
code_bb2836:

bo not try to recover your files without a decrypter program, you may damage them and then they will be impossible to recover.

40

Your antivirus software is a seat
belt — not a force field.

= Alfred Huger
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Infection Flow

Attacker send
weaponized e-

Spam Filter
failed

Anti-Virus
failed

Microsoft
Word

mail
Sender IP, Useropens  Malicious
reputation, malicious attachment not
content not detected
blocked

Web Filter
failed

Download
binary

Create and
run batch fil

Anti-Virus
failed

Enabl
Macros

User enables  Lah.bat Cscriptexe  Failexe Web address ~ Binary is
macros notblocked  obfuscated thus
unknown

Run Fail.exe Negotiate Web Filter

(ransomware) g encryption g foileq Erady ado Display Ransom
(c&0) data s Note
Continues as Communicati Removes
svchost.exe on is not local
blocked backups of
files

42
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SANS Analyst Program

The Ryuk Attack Flow

teral
Movement

Priviege.
Escalaion
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Recipient
device
R ursspecingue
OEUVERY execution COMMANDAND
conTROL
Phishing Excelwith Connection
malicous toC2 using

Maware
downioad

Logates

DIscoveRY/
couecTion

Portscans

Capturing screenshots
and reviewing

contents of fies

PERSISTENCE

persistence
wsing the
Startup foider

Cobaitstike.
beacon

CREDENTIAL
GATHERING.

Credentialtheft
from Vault
Credential
Manager

EXFILTRATION

Compression
and extiltation
f gathered

ATERAL
MOVEMENT

Authentication
using
credentils
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Snpeced ety
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Phishing

IT experts...
The expert... tries to make sense of the email, and understand how
it relates to other things in their life. As they do this, they notice
discrepancies: little things that are “off” about the email. As the
recipient notices more discrepancies, they feel a need for an
alternative explanation for the email. At some point, some feature of
the email — usually, the presence of a link requesting an action —
triggers them to recognize that phishing is a possible alternative
explanation.

At this point, they become suspicious (stage two) and investigate
the email by looking for technical details that can conclusively identify
the email as phishing.

Once they find such information, then they move to stage three and
deal with the email by deleting it or reporting it.

14515231

3/29/21
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Fear of Missing Out Predicts Employee Information Security
Awareness Above Personality Traits, Age, and Gender

Lee Hadlington, Jens Binder, and Natalia Stanulewicz

Published Online: 10 Jul 2020 httpsy//doi.org/10.1089/cyber.2019.0703

Abstract

The role of human factors in employee information security awareness (ISA) has garnered
increased attention, with many researchers highlighting a potential link between problematic
technology use and poorer online safety and security. This study aimed to present additional
evidence for this by exploring the relationship between of Fear of Missing Out (FOMO) and ISA in
employees. A total of 718 participants completed an online questionnaire that included a measure
of FOMO, ISA, as well as the Big Five personality inventory. Participants who reported higher levels
of FOMO had lower overall ISA, as well as having poorer knowledge, a more negative attitude, and
engaged in riskier behaviors in relation to ISA. FOMO was also demonstrated to be the
largest single negative predictor for ISA, above that of age, gender, and the key personality
traits tested. The potential reasons for the influence of FOMO over ISA are discussed, as well as
the implications for organizational information security.

47

Locking Down Computers

*Keep Things Updated

— The Operating System

— All Applications (Browsers!)
+ Application Allowlisting (whitelisting)
*Reboot to restore
» Secure Microsoft Office Macros
*Don’t use Windows?
* What About Anti-virus Applications?

48

16


https://www.liebertpub.com/doi/full/10.1089/cyber.2019.0703
https://www.liebertpub.com/doi/full/10.1089/cyber.2019.0703
https://www.liebertpub.com/doi/full/10.1089/cyber.2019.0703
https://doi.org/10.1089/cyber.2019.0703

Are You One Of Avast’s 400
Million Users? This Is Why It
Collects And Sells Your Web
Habits.

Thomas Brewster
© bersecur

Avast, the multibillion-dollar Czech security company, doesn't just make
money from protecting its 400 million users’ information. It also profits

in part because of sales of users’ Web browsing habits and has been

doing so since at least 2013.

3/29/21
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Securing The Other
“Things”
We use

50

Which of your online accounts is
most valuable?

*Email

*Bank

+ Social Network
» Shopping
»Gaming
*Blogs

51
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Own the Email, Own the Person

3/29/21

52

Facebook, Twitter, Tumbler
Macys, Amazon, Walmart

Commercial Email

Your messages, calendar

Phishing, Malware
Stranded Abroad Scam
Facebook, Twitter Spam

Your Google/Skype Chats
Your photos

Privacy Spam

Call records (+mobile acct)
Email Signature Spam

Your Location (+mobilefitunes)

Email, Chat contacts
‘ File hosting accounts
Harvesting Google Docs, MS Drive
‘ Dropbox, Box.com
Software License Keys

Forwarded Works Docs
Forwarded Work Email
Fedex, UPS, Pitney Bowes Acct
Salesforce, ADP Accounts

_ Hacked Email

iTunes, Skype, Bestbuy Retail Resale

Spotify, Hulu+, Netfiix
Origin, Steam, Crossfire
Bank accounts

Email Acct. Ransom
Change of Billing

Financial

Cyberheist Lure

53

Second Factor Authentication

T o gg

B
susoe (@)

Login Request

54
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Who you are

Google

Types of additional information

What you have

What you know

O seaurity anprvacy Growm

3/29/21
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Boutique phishing

Google

Not all 2FA technologies are equal

G "= O

Secondary email  SMS verification  Device prompt

68% 96% 99%

Spear-phishing 53-100% 76% 90%

ona Ainosg

Security key

100%

100%

Evaluating Login Challenges as a Defense
Against Account Takeover - WWW19

© securiy anaprvacy Gro

56

n TokeN2FA

s

UNIQUE
ASSWORDS

SHARED
ASSWORDS

THE CONSUMER AUTHENTICATION STRENGTH MATURITY MoDEL (CASMM)

Token-based 2FA. s v ssatoen ULNERABLE TO:

In addiion o qualty passwords n  manager,you
suthenticate using  physical oken tht only you have.

App-based 2FA cursecosermncsonon

I addition o quliy passwords n 3 manager, you
authenficate using an applicaton tht only you can access.

SMS-based 2FA e an susietesn
1 addiion o qualiypasswords na manager, you
authenticate using  ex sent 1 your mobile devce.

Password Manager convic i oo

VuLnerasie To:

VuLgRasLs To:

I addifion o having unique passwords, you aso
store them securely in an encrypted archive.

Quality Passwords e 220110
Your passwords ae ot justuniqe, butthey e long,
andom, and hey incuce specal characters.

Unique Passwords
Your passwards ar unique, bu they e 0o short, imple,
or conain persona information

VuLnERABLE ToO:

VuLgRasLs To:

Shared Passwords e crutwenrose vt Vorweraste To:

You use the same password in multiple places across the cre
interner.

57
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Hacking
A Hacker Got All My Texts
for $16

A gaping flaw in SMS lets hackers take over phone numbers in minutes
by simply paying a company to reroute text messages.

®

Looking down at my phone, there was no sign it had been hacked. | still had reception; the phone said | was still
connected to the T-Mobile network. Nothing was unusual there. But the hacker had swiftly, stealthily, and
largely effortlessly redirected my text messages to themselves. And all for just $16.

I hadn't been SIM swapped, where hackers trick or bribe telecom employees to port a target's phone number to
their own SIM card. Instead, the hacker used a service by a company called Sakari, which helps businesses do
SMS marketing and mass messaging, to reroute my messages to him. This overlooked attack vector shows not
only how unregulated commercial SMS tools are but also how there are gaping holes in our telecommunications
infrastructure, with a hacker sometimes just having to pinky swear they have the consent of the target.

3/29/21
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Phishing:

Fake email, telephone or text messages

59

Urgent Matter

° John Herbert <smatteo@comcast.net> 5 Repyall v

Blake €

Hello Blake,

I need to know If you are avallable as | have something personal | would need you to assist with, | need you to please make a transfer to
someone and for the amount of $5580 so by next week | wil refund the money to you. Let me know if you can do this so as to send you the
payee account Information.

Regards,

John Herbert

60
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Member Support
Subject:
Check Attached For Account Mandatory Notification

a—

3/29/21
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=

SENSORIK
AIT DRUCK

You are here: Home

Sensor System for Industry 4.0

and Internet of Things
- Cooperation along the Value added Chain
- Multfunctiona Sensors
-Sensors as Subsystems with integrated Intelligence
Data Communication

Sensor System
for Industry 4.0 and Internet of Things

Suchen Search,

ZIM-Cooperation Network »SmD - Sensorik 1

Reply to Grant for ZIM-C

63
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Email

*Don’t trust anything

*Don’t leave yourself logged in

+ 2 Factor Authentication

» Passwords

*Email is not a secure storage facility
*OpenPGP

3/29/21
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Surfing The Web

65

The majority of encounters
happen in the places that online
users visit the most—and think
are safe.

2013 Cisco Annual Security Report

66
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Browsers

*Use Two & Keep Updated

*Know Your Settings
—Phishing & Malware Detection - Turned ON
—Software Security & Auto / Silent Patching -

Turned ON

* A Few Recommended Extensions:
—Something to Limit JavaScript
—Something to Force HTTPS
—Something to stop trackers
—Something to Block Ads

67

@ Privacy Badger @ uBlock Origin

= uMatrix

- ?7?7?
';d‘ HTTPS Everywhere

>
u Disconnect \=’
BROWSER
B Ghostery
68

But The Internet Is Free Because
Of Ads...

» Malicious content is 27 times more likely to
be encountered via search engines than
counterfeit software

*Online ads were 182 times more likely to
deliver malware than an adult site

69

3/29/21
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Adblockers installed 300,000 times are
malicious and should be removed now

If you have Chromium versions of Nano Adblocker or Nano Defender, pay attention.

OODIN - 10/20/2020, 1:47 PM

Adblocking extensions with more than 300,000 active users have been surreptitiously uploading
user browsing data and tampering with users’ soclal media accounts thanks to malware its new
owner introduced a few weeks ago, according to technical analyses and posts on Github.

o Hugo Xu, developer of the Nano Adblocker and Nano Defender W B
extensions, sald 17 days ago that he no longer had the time to maintain
o the project and had sold the rights to the versions avallable In Google's

Chrome Web Store. Xu told me that Nano Adblocker and Nano Defender,
which often are Installed together, have about 300,000 installations total.

Four days ago, Raymond Hill, maker of the uBlock Origin extension upon
which Nano Adblocker is based, revealed that the new developers had
rolled out updates that |

3/29/21
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Three million users installed 28 malicious
Chrome or Edge extensions

Extensions could redirect users to ads, phishing sites, collect user data, or download malware on infected systems.

MORE FROM CATALIN CIMPANU

Secuity
Partial lsts of
organizations infected
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How Amazon Assistant lets Amazon track
your every move on the web

2021-03-08 amazon/privacy/security 16 mins @ comments

Irecently noticed that Amazon is promoting their Amazon Assistant extension quite
aggressively. With success: while not all browsers vendors provide usable extension
statistics, it would appear that this extension has beyond 10 million users across Firefox,
Chrome, Opera and Edge. Reason enough to look into what this extension is doing and
how.

Here I must say that the privacy expectations for shopping assistants aren't very high to
start with. Still, I was astonished to discover that Amazon built the perfect machinery to
let them track any Amazon Assistant user or all of them: what they view and for how long,
what they search on the web, what accounts they are logged into and more. Amazon could
also mess with the web experience at will and for example hijack competitors' web shops.
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1 no longer trust The Great Suspender

Produciviy”®  Software™  Offopic

Iknow a number of folks use The Great Suspender to automatically suspend inactive browser tabs in Chrome. Apparently recent versions of this extension have been taken
over by a shady anonymous entty and Is now flagged by Microsoft as maluare. Notably the most recent version of the extension (v7.1.8) has added integrated analytics that can
wack all of your browsing actvity across all site. Yikes.

Recommendations for users of The Great Suspender (7.1.8):

Temporary easy fix

+ Disable analytics racking by opening the extension options for The Great Suspender and unchecking *“Automatic deactivation of any kind of tracking”

+ Pray that the shady developer doesn' issue a malicious update to The Great Suspender later (There's no sensible way t disable updates of an individual extension.)
Permanent harder fix

+ Close as many unneeded tabs 2
Unsuspend all remaining tbs.
Uninstall The Great Suspen

+ Download thelatest good version of The Great Suspender (7.1.6) from GitHub, and move it to some permanent location outside your Downloads foder. (1t should be:
commit 9730c09.)

+ Load your downloaded copy as an unpacked extension. (This copy willnot auto-update to future untrusted versions of the extension.)

« All done! i

Didyou enjoy this articte?
 Subscribe (Twitter)
8 Subscribe (RSS)

Previous  Index

21 David Foster
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KrehsonSecurity

In-depth security news and investigation

01 Is Your ion a Botnet r?

A company that rents out access to more than 10 million Web browsers so that clients can
hide their true Internet addresses has built its network by paying browser extension makers
to quietly include its code in their creations. This story examines the lopsided economics of
extension development, and why installing an extension can be such a risky proposition.

ceeco

Singapore-based Infatical.Jio is part of a growing industry of shadowy firms trying to woo
developers who maintain popular browser extensions — desktop and mobile device software
add-ons available for download from Apple, Google, Microsoft and Mozilla designed to
add functionality or customization to one's browsing experience.

Some of these extensions have ganered hundreds of thousands or even millions of users.
But here's the rub: As an extension’s user base grows, maintaining them with software
updates and responding to user support requests tends to take up an inordinate amount of
the author’s time. Yet extension authors have few options for earning financial
compensation for their work.
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Never Trust Public Wi-Fi

Use A PAID VPN
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=

i "5} Public Service Announcement (?ﬁ

FEDERAL BUREAU OF INVESTIGATION ‘

October 06, 2020 A COVID 19-Driven Increase in Telework from Hotels
Alert Number Could Pose a Cyber Security Risk for Guests
1-100620-PSA

The Federal Bureau of Investigation is issuing this announcement to encourage

ns r i
Questions regarding this PSA Americans to exercise caution when using hotel wireless networks (Wi or telework.

should be directed to your local

FBI Fleld Office FBI has observed a trend where individuals who were previously teleworking from home
are beginning 1o telework from hotels. US hotels, predominantly in major cities, have
Local Fleld Ofice Locatior begun 0 acverise daytime foom reservatons fo guests seeking  quie distracton-
st govicontact useld-offices | 6@ Work environment. While this option may be appealing, accessing sensitive

information from hotel Wi-Fi poses an increased security risk over home Wi-Fi networks.
Malicious actors can exploit inconsistent or lax hotel Wi-Fi security and guests’ security
complacency to compromise the work and personal data of hotel guests. Following

‘good cyber y
hotel WI-Fi for telework.

DANGERS OF USING HOTEL WI-FI
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A BestPids  News Reviews Phones TVs  Seury Holiday Morev Forums

TRENOING iPhone13 PSS restock  XboxSeries Xrestock | OngPlus9  Galaxy S21 review
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Home > News > secuty > By @) semmerwon
VPN app threatens 100 million: Delete it et ant ces o breaking e e
right now ot e i

The hugely popular SuperYPN app has critcal vuinerabiltes, which
hy you should remove it immediately.

QOE@Q »commens0

atch this Premier

League clash

) How to watch Golden Globes
2021 online: Live stream the
Golden Globes without cable

b oo St 3 Forget Oculus Quest 2:An
= Oculus Quest Pro could be on
theway

Av o
Play Store. And i you have it on your Ancroid phane. you should celete t right
/| How to use Facebook Dark
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ELECTRONIC About lIssues OurWork  Take Action
FOUNDATION

Why Public Wi-Fi is a Lot Safer Than You Think

BY JACOB HOFFMAN-ANDREWS | JANUARY 2

The advice stems from the early days of the Internet, when most communication was
not encrypted. At that time, if someone could snoop on your network communications —
for instance by sniffing packets from unencrypted Wi-Fi or hy being the NSA—they
could read your email. They could also steal your passwords or your login cookies and
impersonate you on your favorite sites. This was widely accepted as a risk of using the

Internet. Sites that used HTTPS on all pages were safe, but such sites were vanishingly
rare.

However, starting in 2010 that all changed. Eric Butler released Firesheep, an easy-to-
use demonstration of “sniffing” insecure HTTP to take over people’s accounts. Site
owners started to take note and realized they needed to implement HTTPS (the more
secure, encrypted version of HTTP) for every page on their site. The timing was good:
earlier that year, Google had turned on HTTPS by default for all Gmail users and rgported |

costs S i Hardware and software had advanced to the point
where encrypting web browsing was easy and cheap.
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https://www.eff.org/nsa-spying
https://www.cloudflare.com/learning/ssl/what-is-https/
https://en.wikipedia.org/wiki/Firesheep
https://www.imperialviolet.org/2010/06/25/overclocking-ssl.html

Social Media

*Understand and adjust your privacy
settings

* Be skeptical of everything
—especially ANYONE asking you for money

g O
B ... O

) |
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Free Services Are Expensive

..if you're not the customer
you're the product being
sold”

metafilter.com/95152

Staying Safe Online

80

Mobile Devices - Threats

Trojans, Viruses & Malware

Lost and/or Stolen

Opaque Apps Permissions

Access To Everything

Open Wi-Fi Networks and Public Hotspots

Data leakage

Insecure Wi-Fi

Network spoofing

Phishing and social engineering attacks

Spyware

Poor cyber hygiene, including weak passwords and improper or no
use of multifactor authentication (MFA)

Poor technical controls, such as improper session handling, out-of-
date devices and operating systems, and cryptographic controls
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Mobile / Portable / Cellular

Solid Operating Systems
Encrypted
Super Secure Hardware (secure enclave)
End to end secure apps available
Biometrics

3/29/21

82

But...

Endless Apps means endless points of
insecurity

OS design can hide really bad practices

lack of TLS, client app no longer validates certs, bad coding, basic security stuff

You don't see it in the Ul

83

The privacy is even worse...

More apps collecting more stuff storing it in
more places and sharing widely
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Current attacks are generally tough & against High Value
Targets

High value most often means rich financial gains for the threat actors.

They require significant financial backing, top-tier technical skills, a lot of man-
power, and operational guidance and control.

Riskware is the name used for free apps that offer to do something entertaining or
useful—and actually deliver on that promise—but secretly siphon off information
and send it back to the app publishers to be sold to advertisers or criminals.

Smishing Attacks

Loss / Swiper got swiped

SIM Swapping

Public Wi-Fi and Network Spoofing
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Set up a mobile carrier PIN

SIM hijacking is a process where a hacker socially engineers
or bribes a mobile carrier to transfer your phone number to a SIM

card they own.

If you use text messages as a two-factor authentication method, this
gives hackers the ability to bypass 2FA and in most cases the ability to

reset your passwords completely.

86

Mobile Devices

1. Encrypt it

2. Password it

3. Backup it

4. Case it

5. Know those settings
6. Watch your Wifi

7. It is not forever
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How do you know if you have malware on your phone?

You see ads all the time.

You install an app and it disappears immediately.
Your battery drains much faster than usual.

You see apps that you don’t recognize.

Data usage through the roof.

Random charges on your phone bill.

Slow.

Your friends get weird messages/emails from you
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Carry A Safe
Not A Suitcase
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